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bab.e @unindsesdeyavussuuiitisaiould

Ll 5995UNTEITBMAEAUAYDYA Guest luseay Application
1n85095U Microsoft SQL Server, Microsoft Exchange Server Wuedhaioy

baloan AnnsafAudeyauu Hypervisor i1 platform aniidsestioyaants

b.mlb.e @11150%1 Deduplication Laz Compression ﬁ’uﬁa;&aﬁﬁ’]’imuﬂﬁ

va.d dnnsorudoya (Restore) agnmniiilaghifasiudayarionun
TiuanaSaneu (Instant Recovery) vdawfieuwvinle

b.alb @W1501 Replication 16

balos faBnslduetiedes 1 CPU Socket 38 10 virtual machine
(server workload)

bl AunsodasuueIssitefiauslulassnsile

b.anlo. AUNTAVIT air gap lameilusunsuies vieiauelusunsy was/
vi3e qunsalRuAABlY air gap 1l

balb.oo Tismsdesiudeyaiides nnmagnauvideudilelng malware,
ransomware %3 8lUsunsuit LA oadeald #26s software o9 38 aunsavh immutable repository
(WORM storage) lasngs software 1o4

b.anb.es mmimmmﬂaummﬁﬂﬂnﬁwwﬂ'agaﬁ"ﬁﬁm (file anomaly
detection %38 malware scan) o191 malware w38 ransomware wazudaiiouls

b.nb.eb Lﬂuwﬁﬂﬁmﬂﬂuﬂdu Leaders T4 Gartner Magic Quadrant
AU Enterprise Backup and Recovery U 2022 wi5alvsini

bab.on TEVEVEWUY perpetual %38 subscription Tuuind1TnIIU
fensgisssy wazlimsafuayumamaia (Software Subscription) Wussezaalidesnit e ¥

babec AvAvluwmdinnuAmsyRsTy

vabod Fiudaiauedesldfunsatuayununadalnouansionans
fusesnsaduayumanaiiafussesinanliddosnin m ¥

b Mswawdeulesdayaszuuinnusniusnisdniunsuazaauzai szl o
unisesnuuunasiuissuud enlestoyaifianisnradeuuazuaniuna
anugnsandunisuazaniusaives b mhenu Inglussesil o Wiidunsdeulesaausad
U @ mbeu Useneuluie drinanusisaiend dninnusenisgean dndhaumagisssw
dmiulusvesdl o svdnfunsfoulosaniuzaivienadaruznisaiidunms Windn o miseau
Usznauludag nsusnuviuel nsuaudsewad warnsuidauazquasaudnuazienavu il ely
Li’ﬁwﬁwﬁ@'ﬂﬁﬁ'ﬁmuﬁmmsmuﬂwqﬁﬁ's'i:umuﬂﬁﬂﬁuﬁu%’auﬂaﬁmwmsﬁqLﬁummaxamwﬂﬁ
K1usEUU JTrack (s20el o) lnefidoyaifisiuuasiaunssuud eliusyrvuainsonseasy
anuzn1sanidunislanasaues Wiy Application n1e3y sasiaslaseaine sUluy Tamieu
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VB YDIIIM (Terms of Reference : TOR) ad/mb
Tnsemssryvaniuensenlunsuazan1uend seoed b (ustice Case Management)
wazdaviuuInensaudunuresszuuliuinmsauyadeyanszuiun1syAsssu (Justice Data
Analytic Platform) Lﬁmm%“umﬂﬁu‘%mﬁayawaﬁﬁﬁme 9 Tuauran w%’auﬂ%’wqﬂﬂwaﬁwﬁuyu
voarud DXC wazszuy JTrack leiun matfiuysyans amilui dafud syauuszuuyaied ssusiene
LLasmﬁLﬁuU'ﬁxﬁﬂ%mwwwm%"mLL;thjﬁﬁadﬁmgafszuuaﬁaumﬂ Wi 95895 UNSVEIETEULIY
ﬁﬁ@uuﬂu‘[ﬂsqnwﬁ"tﬁmmsnﬁ'}a’mlﬁaeimial.ﬁamazLﬁ&;maw%’au’[ﬁ'agjmua’lﬁﬂaﬁﬂLﬁun’liﬁwialﬂﬁ

b.ae danwuukaridusLuIfAndn1danenssy (Conceptual Architecture)
Lﬁaﬁmumu,mmqﬁ'wﬂﬁﬁ’mmwwuaxs'ﬁumﬂﬁﬂ"ummﬁLLaﬂLﬂﬁauﬁ'aylaﬁmmxﬁmwmwiﬁs
e fifnmsiualideuse 'w%’ammmamﬁL“ﬁﬂuimﬁuszuuﬁﬁa?}ﬁ’ﬂuﬂuﬂLLaﬂLUSﬂu*ﬁ’aga
NITUIUNITLRDITUUAL SEUURAMNAN LA SANTUNTUALANULAR 5887 & UTrack)

bl WauITELUmNLWAREn1UagnTu (Conceptual Architecture) LA IR
sxwﬁtﬁm%’aﬁﬁmm:auLLazﬁaﬂﬂﬂinﬁUixuuﬁﬁ@g

bem USuusesruvdudulseiinisnsevianuiinvesguiuaniudsudoya
NITUIUNTYATIIN WazsrUURRANANUEAIAIduNSWALaNIUEAR s30Tl o (Track) Wikana
uazldoudeyaaniuzed Adosloafudululasinisi

b MiimussuudsadulumuinasnsvieuuaufURTA Best Practices)
Lﬁaﬂszﬁw%‘mwhm's%’n‘t:mmmﬂaaﬂ.ﬁ’waos:ummmﬁ'm‘;aﬁ'Lﬁulﬂmumm N7 BONTY Ly
1AINN57181989 OWASP Top 10 2021 v3elangn SeNmsMsau o

b Imdarhanimuedeslunmstauiiensvanmnadoufiinsldausss
oehatfosiil Development Environment, Stagging Environment Wag Production Environment

b mataussuu@enlodoyassuuamuaniugmssidumsuazaniugai
5308 o LAaEnIRAUITEUULNT04 (Sandbox) Muws STyl fvuasveziatdniduy
lunszuaumsyfisssu n.el. beoe 11937 oo witeandu b Anssudes fe AnTsui @ MaWaL
svvuideulosdeyasruudnnuaniugnsdudunisuazaniugai seosdl b wazfanssud b
MINAUIIEUUIITes (Sandbox) munwsysvdyaAnruasseziaatdiiiuaulunszuiunsyfisssy
N.A. b&od 1IN @0

Aenssuil @ m'iﬁ'ﬁum'izuum‘fau“luﬁay}awuuﬁﬂmmamuxm'sﬁ']Lﬁumma:amusﬂﬁ sp0dl o
fimswaunszuuuinsinmunazudaiouaniugn1saluuLaraaIuEAf SeEed b (SEUUU3nIg
AsRdsvanIuEnIRLluARdmTUUTEY YY) ANANUR il
b.ab.e NMUIsTULAUATANM o uUTE¥1¥U (Front-end) TugUuuu
Guweundiadu Ineflanuanansassoluil
(o) awrsaldouruivusages luguuuuiivueyndindy
lapaunsouaninala og 19 nA e (Responsive) WagTaasy
NSUARIHARTEUARLVANELT UUTTIYES VLIRS 9nBu nes
(Desktop) WAl IUUTTIWRIUU Smart Phone Lay Tablet Inidu
DE19h
(o) srvuialnemslyanmsgu HTMLS, CSS3, JavaScript wiagamin
() @nunsaltaulavuusees loun Google Chrome,Microsoft
Edge,Apple Safari l{uatnatiae
(@ @w1sauaRInI9e Splash Screen mmﬁﬁ AUATEUURAMUR
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YeviEnYasaTu (Terms of Reference : TOR) ab/nb
Tassmisssvuanmuem A ndunIsiasan1uzaR seveil b (Justice Case Management)
(@ nmsdlgauniusEuy User Name wag Password Wag ThalD
(o) fwiingevian (Home) ludnuauragunarag 4 augUiuufimms
(@) awnsneendnszuvIINNsgsruulutagdu vieden
@'e)ﬂ‘J"Iﬂ‘i%UUléﬂu*ﬂlﬂE‘]‘Uﬂiﬂjﬁiﬁﬁ?@:isuulﬁﬁ
bl Wauszuudmiud1ug 199U (User Service) Usenaun i
alpsanBnieauies uduianu udlvdeyardldam (User Profile) Wasusiasiu asaaeuteoya
Usedan1sldan Mseenanseuy Mmsmnsianudaue s1en1sdauzaRfineay wilvsnensed
figeen1sinay #01UEAR LUFULUUAIII @01UEAR LUFULUUNTEUIUATT LagTaAI LT LA DY
Tnsflnuanunsasaselud
(@ aunsoadasaundniieldnuienues Tnesesdunistudy
famusesEuU ThalD
(0) @1u1501% One Time Password lunsguiunisadnsaundn
Tngldidomne E-mail wie Yesedu q imanhemdlivims
(en) esnsoduduimug I nuingsyuuiie Usemname/Password,
DXC SSO %38 MItUduAiInUT0ImLIEUNIATT LW ThalD
Jusu
@ soadumsvemnuiusenlunisiniiutoyaduymna
(Consent) w03 19U auulsuewarjuRlun1snunses
JeyadiuyaravesditinauiInIsefisssu
(@ awnsoudledeyadldam (User Profile) lamenuies
(o) auTaE susHaRulARasmuLes (Self-Service Change
Password) wagfin1sudunisiUdsuswanu lngld One
Time Password U8 E-mail %3e Toamnsdu q finig
drinmuiansgfsssududdamien
(@) Fldnuamnsonmaaeuteyausyianislya
(@) flinumunsosenanseuula
(&) AWTOUAMIPATNTINNTAAAINANULAR LG
(00) aursawilusienisadvidesnisianiy Tnganunse fiu-an
ARTidInsAAnLe
(@@) @W15ITIUTEVURAAINADIUEAR 1ABNSIYSEUUAUM
Yeyanuszuuinmuaniuzad lunsdiiuinig uie Teya
fifleguasmirsanudrvesdayasasiu
(o) @unsaganugAR lugULuUAITY, aa1ugARlugUwuy
NSYUUNISLA
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vavivaYedaIu (Terms of Reference : TOR) anl/mb
TasenIsssunanuen s ndunIsuasan1UzAd 52887 b (Justice Case Management)

b.eo.m Waszuudmivdmveguassuu (Administrator) Usenauniy
Tuduvesmsusmsueneanindiuliusmsusznvu Inedanuaunsaluusmsianmsseuvdiuiinge
fuuszrnu (Front-end) msgamsandeyauinns uimsdamsgldan Elénuialusasdauaszuy)
dvsmislgau Useiinmslaau nseensienu Splash screen Taanuudaiiou (Alert) uay Maintenance
mode Tnefianuannsaseiolud

(@ aunsavimsdanmssruvadanenulsyIvu (Front-end) 1o

() @MNTOUAAININTINTBYAUTANS (Administration Dashboard)
W Snugudeyadense sSwanldeu duoumsenldou
Wusu

() @wsaduduianu (Authentication) lnenaslanisgudu
K1 Email Password %38 ThalD %38 n1studusinunans
vomhenunads Mvhsnurmueld

(@ ansouimsdnns gldau (User Management) Usenausme

ansnsofmuadvismsliou (User Permission) Wifuglda
MMvuAEn UEURIR T (User Status)
anunsndnngusldau (User Group)
anansafmualsziamgldan (User Type)

319 au wily Ugdgldauld
awnsassiunsldnuveldanule

anunsawdsusanulvigldauls (Password Reset)

fmsdafuvsedinsudly wWasuwas deyadldeu
(@ luduves Head Admin anansaudmsdanisavsnsdnds
Msudmsiansuinanne 4 vespuaszuuillldnude
AENURALY b.o.m (@)
(o) @W5USMISIANTS UsedRnisldanu (Activity Log) 19
(@) #U15UIMITIANTT SzUUTI8Ule (Report) 16
(®) aunsafvuanIw Splash Screen 1o
(@ awnsnuimsdanis Teanuudadeu (Aler) ilenduiiou
uAgldaumuiifuunls
(@0) #WNIAUIMTINNIT VNS (Miniapp) iieRnssluwoundindu
N1935
(@) @WITOVIMTIANTT STUUAITIIANAMTL (Survey)
(el) FWTOUAAININTINTDYAUTNT (Administration Dashboard)
W Smnupuieyadeuse Swaudldnu SuoumsFenldo
Dudu
(@m) flvunteuuige (Maintenance mode) duudg Iy
Winsuhegseninamsgeandipdnusyuy B
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YUY (Terms of Reference : TOR)

oc/mb

Tasemissvuuaaquen sauilunisuazanuend s20ef b (Justice Case Management)

ANUEIIssalun

b.eb.d WAUITETUUATIEOUADUENTAMELAR Tasdnnuanunsonsil

(@) AWITOUAAININTIUNITAAM NN TUL

()

(en)

(@

(@

(o)

(@)

(e0)

annsaudlusiensadidesnisinaiy Tavauise iiy-an
ARTiFeIn TAnAIle

ANNTORAMUANTULAR LABNITAUN Ima‘lsit’%’aagaé’uiﬂa“’wﬁa
faselud lunsdifiuinng wie ﬁagaﬁﬁa@maqwﬁaaqwu
\WvesteyaTasiu

® avUszindiuszvu

o vdununluTugeUau

® LavEIUIUDYNIT

® LaUARMN

® LavUARLAY

AMNTOUARITIENSNINTI AOUARTIRRAN AMANSTLFTY
aNAUARI AL BRANULARUFULUUMS AAvSTILASY
annsaLansIvazldgnanIuzAf luULuUNIEUIUNIS
LAVl

Weuloadeyaruszuuthemdouusii (Assistant)
Junnuszinnslenu waglyesnsienuiiuiuieaudssin
msldauwes DXC Aifoglutiagiuls
awnsasessunsnsivdeudnd lfaulusedudsevivy
ﬁﬂﬁm%{hmmﬁwﬁq%’agaamusﬂﬁﬂmLLm'awﬁmmu‘Lﬁ
shemadenloainmvidedeyaisndunnmhenuidives
Yoyaiiieades visd Tunsdiideyaisudvlunmssudums
e 891U i satesldndenlunisliuinislugas
NIINAUITEUUYRILATINIS AasdnsAaurssuulisessy
nseernavsvesUsteuluuiazad Welviisauiives
Joyaausadnandmldfenues

WAIWIU3TN1S (Mini app) LW afad dwaUndiaduniesy lned

(@)
(&)

(en)

(@)

@

finsliuimanmaseuanuzmsmiduaduweundinduniess
ﬁwmﬁuﬁaﬂ Web Application uazRaRauLeBsRRLRaAS
w1 (Server) vesdrtinauianisegfisssw
senuuuismsiinddeyalviiaulasasunuifue
Tuneundiaduniely

waulaeld Software Development Kit (SDK) snufifiviun
Tuweundindunaly

Werlseloyasinagm Minapp AP rafifmslueundieduvnssy
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YBUlvRYasaIY (Terms of Reference : TOR) . oct/mb
Insanrsszvvan e saudunisuazaniuend szuei o (Justice Case Management)
(o) Waunlagld €SS framework A udi Avualuweunaiady
935 i eliguuuunisuansra ulvludiemadoaiu
WAZIIURDATIWAIUN
fiduannsaamsdougldounuwoundiaduniisla
wazasa g aunIusEuU Frontend 16 Tnedumudieniuy
bbb  Wawszuuusuieu (Notification) Tneflauannsosselui
(@ szuvuimsinnisnisdsteyaifiou (Notification Service)
Ingsesiumsdeoyaiiouluguiuy E-mail, luneundindy
detos LLazﬁaamqSuﬁwﬁaamuﬁmﬁﬁﬂnaw
(o) d3Uuvunisudadiou (Template) 1W ol uninsgiu
Tunsldfau Teeanunsaiuldmusunulssmmsudaiou
g etionssl] Msududeuilifeatestumsdans mauduieu
figrtesfunsinmuaniuzad nsudaieuilifedostu
A9YIUBITEUY NISusadeuTiiAEaTastun1sUsEne
Yo dnNUAINTYRSITY
() ansada-Un nsuduieuvesusavyldanula
babe  WAMSTUUT VBN (Assistant) Taefienuanunsosselul
(o) uanweyamsdawdouenans luustavanuzafmuiimunls
(o) uanweyamsiinde NaeandouiuaniuzaRmuAimusls
@ wmhnmssieumaitesdunsludwudaluls smidvuels
@ uugiwewnmtevde mdwuilgriumsldnusmdidmaly
@ fmsuandisnmsudletlgmidosiu vive damiinuves (FAQ)
(o) HmsiiudseiRnisldau
beod  WaNEHUURTIRmNANTY Gurvey) Tnefienuansnsodalui
(@) USMTINNITUUUENITIIANUAALAY
(o) flanuzvsauuudsanuAniu awfisvun
(@) SfanluudazuuudisauAniu
(@ ansaivuaszezalumsdrInuAaiule
@ fvuanguildiiodismiudniiu uenudaziuuding
ANUAATILLA
(o) ajunamsdrsavanuAniiv LNAULUUATTIIANARLIAL
(@) Tmshuseianisldau
seba  Waussuudenlesdoyaisndulumsldlunsuansaniuzai
Pnmisnuiitvun Tnedanuaunsaselid
(@) iﬁ]\‘l‘3Uﬂ'?‘§L‘EJE]MIE}Q‘UBMaEI€ﬂuuﬂﬂ ‘lwmm‘mwiw's“ﬂwnm
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PNV UTA st lunsdiwiisaudvesd GH
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YauivaYe Iy (Terms of Reference : TOR) wo/mb
Tassmysssuvanmuemsauiunisuazaniuend seoei b (ustice Case Manogement)
(o) 7093 iuiwesdaluguuuy RESTTuL A28 JAX-RS, HTTP/JSON
neld HTTP methods Waw HTTP status code
(@ fdeyaduwesialiuinsmusnasgu Swagger 2 Wustaloy
(@ Tivweidlinsavdevaniuz
(@ Hruwesidlirumdeyaniuuinsgiu DXC QM
= Ioee W o -] LI 4 £ o ]
() #unsawBNRBNUVBYANLNTUNLIEYEYA (ETL) INod5De
Ye3a (Cache)
o o o [ o ° ¥ o o
(@) suiuananaslild lunsdinfianudndudesdsesdeya
(@) F993UNINTFINUINTTOLATBITEUUMIIBIUIA VDI TBYS
Tuguuvvegrlaegrmisiasieluil
e uweiidluguiwuu REST (REST API)
* uwedialuguuuu SOAP (SOAP API)
® RDBMS
® [JP
(«) F¥UVTBITUULUUTRYaYRITEUUNUIBIUT 1YY 0YE
Tuguwuudeyastilaatanidasisieluil

® JSON
® XML
® SV

(@0) TFUUTBITUNININTTENTRYAYDITHUUNIIENUITIVDS
doya luwwmamsiendeyasglnegnmils dewieludl

® Sundeyariudl (Synchronous) Insannsaenteya

=)

Viunviinissesvala
® Sundeyanienad (Asynchronous) laeanunsaliivin
nsdendeyanmendiniifeseld
® Syndeyannaian (Schedule) lnganunsaizendaya
pstainel3le
(0@) szuvasaunlaniu Ta config 1o
(0lo) SEUVANNTATUTN Log U8 Log Server Afinsdasalile
(om) T TuiwesiialdausanArdanInuindonvesszuy 1oy
memory #lduag @1 environment sing 4 ¢
b.&b.eo WaTEUUTBNRafuTEUUBY 9 (APIs Gateway) ialwiusnas
fuszuuifieg Taensimuiluuuafn Microservice muanudnvaizuss Cloud-Native wuu Container
Tnedauanansadteluil
(o) F093uUmMsienlendoyaaniurai uasdoyadudeiiisadas
PMINMUBUT LA BT D Tunizﬁﬁwﬁwmmé’wm%a&a
augm wasnedinauianmsgissadugdnmiey
(o) il APl Gateway titeraumsvmsbiuims AP fiflegls
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YEULYNTasTY (Terms of Reference : TOR)

oa/mb

Tasemsseuvantuen sandunisuazaniueni seei b (Justice Case Management)
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(@)
(@)
(o)
()

(=)

()

(@0)

(@@)
(@)
(@en)
(0@)

(o)

(@b)

(@)

(o)
(o)

APl Gateway se05UMsABMsarUsEUUAUTEYa AP (API Registry)
APl sossumsdsteyaluiiudessuuiudaya APl (API Registry)
API 14 URL maianmsgiuil DXC Avun
AP S0 UM AVNSIAMS Version Wa &1y Veersion Aradil DXC fimus
ssuuudmnsdams APl fllenansgiied s nsldauisluguuuy
AR AP Las Fustard uneumsSenldnudmiug il
FYUUUINI39ANTT APl d¥aamalveiFunldeuaiuise
wiatlym wae aeuanuilymidledinnsululy
fienanstanivun APl aumg1u Open APl 3.1 ¥3889n31
095U uesdaluguiuu RESTTuL e JAX-RS, HTTP/JSON
1neld HTTP methods Wag HTTP status code
fifeyaidumes el memuanesgmu Swegger 2 Wueelion
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fiuweiialidumdeyanmuuinsgiu DXC QM
aunsadeudeiiudeyaifinshiirdredeya ET) iedses
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® JSON
® XML
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® Sundoyaniuiian (Schedule) lagaunsaiiunteya
sl

syuvgsaunlusiu e config la

syvuannsotuiin Log Wi Log Server fiiinssansl3le

ar Qe o e = s J
babes  WALTYUEMUSIRNanssIns i (Adivy Log) eflmruenansesiail
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OULATDNTY (Terms of Reference : TOR) . i/
Tazanisssuuaniuenisiidunisuazan1uend seeeil b (Justice Case Management)
(o) uamsdoyaUsyiRnmsldnussuuvesylda
() @unsounteyasen (Export Data) luguiuy Microsoft Excel ,
Csv, POF lillusgnstion
(@ rfmusdvsnslidnfedeya
b.Eb.eb WAUITEUUTIEIU (Report) Tneflauansnsadsi
(@) awnsauanteyansiioudlinuuazauaszuu lavaunse
TdRoulusing 4 16 19y Revlvsiueny WHusu
(o) amnsauansteyausEifn1slvauveldnuladguassuy
Tagannsoldideulasing 9 16 wu Sevulunsdlauluiui
fifmun (s
(@) Tovhsroaulszan msaguna/aia anudidninmnuionis
gisTIuivun Innuet oy eo UM
(@ Fnvisnenuussian Dashboard mufidineuAamsgisssy
fimiun 3 MIURENRY & Dashboard
Aanssudl o n1sWmUITEUULIT 89 (Sandbox) munsEs1Y Ty fvuasreviaattluay
TunseuunseRsssy w.a. bdbe 1051 eo
v.Ebem NIRAIUITEUUUIT99 (Sandbox) MIUNITEIVUYYRA19UA
svgzhaaiunulunIzuIumsgisTn w.a. beod 11931 oo Winiasanlunszuiunisgfisssu
pues & Wususawdeyaain srevnaiveamstuduailunszuiunsyissaluusazduney
Foramsdduruiisuiutuseuasimunsseziadidunusuem s wisutuneunitoxa
fananliussnuunsunn auaudRcd
(@) Yndryadoyaitenisianszuutises (Sandbox) 1eensy
apuaruAf Ay wiediineuanznIsIASNISIEDNR
viemienuilegluauiuinyeuvesdiusunissedunsy
v3eaudnsdasy yweg1ees b iy muddninau
AaNsyAsIIUAIMU ﬂmamj'ﬁﬁ’a{f
e gursadndIeyanisandunfveININADUAIY
ARy vioditinauanznITunIINTEendanie
mhonuiieglumuuiinreuvesdiunvnissdunsy
n3eeeAnIdasy TIued19ey b M8 AN
drdnaufamsyfsssudmun Tugduuusalud@ (ETL)
Tauszuudesaunsaftoyasinuvasoyai fvun
199U Inednliums Transform Yayalviegluninigiu
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= gunsadangudlteu (User Group)
= gunsorimuaUssiangldanu (User Type)
" 3519 au uily UgyBgldanla
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(0o)

(eb)

(@en)

(@)

(@&)
(@)

Usuugessuuiad sauidneiadeuluszuvauifuyesgud
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Weusaszuuuimsdansdfugunsaluarszuuludaunan
vieuusTUUAR AT MU
Aadaszuuusidreil evhmind sonuazfuduluiuses
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uazAnaLTRgndespsuiudldazuuusngean (inusisadszneunasinan)
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